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Abstract- Cloud computing is a rapidly growing internet 
technology for facilitating with various services to its 
consumers. It proposes many striking promises to the 
general public or big companies like Amazon, Google, 
Microsoft, and IBM etc. to maintain and upgrade their 
position in fast-growing cloud computing environment and 
to enhance their services for a large number of users. 
However, with the fast development and enticing offerings, 
many issues associated with this technology also arises 
which needs to be addressed with security being the 
strongest barrier to its adoption. Security concerns are an 
active area of research, which needs to be addressed 
properly to avoid security threats and attacks which are 
disasters for both service providers and service consumers. 
This paper highlights cloud computing architectural 
principles, cloud computing key security requirements, 
cloud computing security threats and cloud computing 
security attacks with their mitigation techniques, and 
future research challenges. 

Keywords- Cloud Computing, Security Requirements, 
Security Threats, Security Attacks, Mitigation Techniques 

I. INTRODUCTION 

Cloud computing technology dates back to 1960s 
which were available on mainframe systems only and 
with the passage of time it evolved into the cloud. The 
term cloud has emerged from network diagrams in 
which internet was being represented as a cloud symbol 
[1]. The technology itself is a combination of different 
technologies such as Virtualization, Clustering, and 
Grid computing etc. which not only offers low rates to 
business users but also eliminates the maintenance cost 
spent to maintain an internal data center [2].  

The most widely used definition of the cloud 
computing model is introduced by NIST (National 
Institute of Standards and Technology) as “a model for 
enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned and 
released with minimal management effort or service 
provider interaction [3].” Although cloud computing 
has well-understood characteristics its security state is 
still complex and so need to be addressed properly to 
utilize the cloud services more efficiently throughout 
the industry. 

In the past, much research has focused on the 
security issues but because of the rapid growth in this 
technology with lack of understanding about the core 
problem, this technology is still in its infancy. 
Researchers have been unable to provide competitive 

solutions in accordance with the rapidly growing 
problems encountered in this area. 

In Literature various threats and attacks have been 
described with some solution directives as well. This 
work, however, summarizes all the core security threats 
and security attacks which exist in the cloud 
environment with proper explanation of mitigation 
techniques for each of them. In addition, the work also 
categorizes the threats and attacks in terms of the cloud 
services they affect and the network layers where they 
reside.  

Clear division of these security issues will help 
security engineers to focus on the actual problem and 
newcomers to raise their understanding about cloud 
computing architecture, various threats and attacks in its 
environment with their mitigation techniques so that 
they can carefully choose their research domain by 
raising their level of awareness and carefully implement 
those techniques to work for betterment. 

After this brief introduction, the remainder of this 
paper is organized as follows: Section II consists of 
architectural principles of cloud computing. Section III 
provides a brief description of key security 
requirements in cloud computing coupled with cloud 
computing deployment models and cloud computing 
service delivery models. Section IV and Section V 
consists of problem statement with its solution 
directives providing the detail description of security 
threats and security attacks in cloud computing 
environment with their mitigation techniques. The work 
is summarized with the conclusion, future work, 
acknowledgment, and reference.  

II. LITERATURE REVIEW 
 

A. CLOUD COMPUTING DEPLOYMENT MODELS 
Cloud computing architecture has three main 

deployment models which are defined below: 

a) Private Cloud  
This infrastructure exists on a private network and 

is managed by the organization in its internal enterprise 
data center or by the cloud provider and may reside on-
premises or off-premises. It is more secure because only 
the organization who owns it has access to operate and 
control over service delivery environments. It aims to 
address concerns on data security and offers greater 
control and does not provide benefits like reducing 
capital and operational costs. 
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b) Public Cloud 
This infrastructure is designed for wide-ranging 

groups or public, owned and managed by a cloud 
provider. The resources are dynamically provided on-
demand on pay-per-use approach. It is subjected to 
malicious attacks which is why it is not much secure. It 
provides various benefits to its consumers like 
scalability, location independence, flexibility and no 
initial capital investment on infrastructure.  

c) Hybrid Cloud 
This infrastructure is a combination of clouds that 

are linked to one another by standardized technology to 
share data and applications regardless of ownership and 
location. It offers more flexibility and greater control 
over the application by bringing together the advantages 
of each other while addressing the limitations as well 
[4]. 

d) Community Cloud 
This cloud infrastructure is designed to be used by 

multiple organizations in a single community that has 
common interests. Everyone in the community cloud 
has free access to data and applications.  

Many other cloud deployment models are being 
developed because of different needs of different 
consumers. One such example is a Virtual Private 
Cloud– a way of utilizing public cloud infrastructure in 
a private manner and inter-connecting the resources 
through virtual private network (VPN), is an example of 
such models [5]. Fig. 1 gives a brief overview of cloud 
computing deployment models with their attributes. 
 

 

Figure 1. Attributes of cloud computing deployment models. 

B. CLOUD COMPUTING SERVICE DELIVERY 
MODELS 
Cloud computing service delivery models are 

abbreviated as the SPI (Software, Platform, and 
Infrastructure) service framework and provide all the 
services being offered by cloud computing. These are 
defined below: 

a) Software as a Service 
SaaS is the top layer of SPI service framework, 

where the applications hosted by the service providers 
are remotely deployed on customers’ device and can be 

accessed using interfaces without managing the 
underlying infrastructure. Applications provided by 
SaaS providers need to be secure using various methods 
like WS (Web Service) security, Extensible Markup 
Language (XML) encryption, Secure Sockets Layer 
(SSL) and various other methods use for data protection. 
Examples include Google Docs, Microsoft online, 
Salesforce and Rackspace, Facebook etc. 

b) Platform as a Service 
PaaS is the middle layer of SPI service framework, 

where the consumer with no control over the underlying 
infrastructure or computing resources can build and 
deploy his own applications. PaaS providers offer a pre-
defined combination of application servers such as 
LAMP (Linux, Apache, MySQL, and PHP) platform 
and operating systems, restricted J2EE, Ruby etc. 
Examples include Google App Engine, Microsoft 
Windows Azure, Amazon S3, force.com, and 
Rackspace etc. 

c) Infrastructure as a Service 
IaaS is the bottom layer of SPI service framework, 

where cloud providers deliver on-demand services like 
storage, networks, processing power and other 
computational resources. The consumers can deploy 
and run any software and operating systems for paying 
only what they need without worrying about the 
underlying infrastructure. IaaS is based on virtualization 
technology which has virtualization layer (hypervisors) 
and virtualized resource layer (virtual machines, virtual 
storage, virtual networks) [6]. Examples include Google 
cloud storage, Microsoft Azure, Amazon EC2, GoGrid, 
and Rackspace etc.  

d) The Hardware Layer 
This layer below the stack is responsible for 

managing the physical resources of the cloud typically 
implemented in data centers. It can have issues like 
hardware configuration, fault tolerance, traffic 
management, power and cooling resource management 
[7]. 

 

 
Figure 2. Cloud Deployment Models and Cloud Service Delivery 

Models with their product examples 

 

245



III. KEY SECURITY REQUIREMENTS IN CLOUD 
COMPUTING 

The International Standards Organization (ISO), 
defines Information Security concerns which can also 
be guided in regard to the cloud computing key security 
requirements for an effective and secure technology 
solution. These are defined as follows: 

Confidentiality means keeping users’ data and 
allowing privileged entities only to have access to data. 

Integrity means to assure that there is no alteration 
or modification in data while it is stored or being 
transported and only authorized users have access to 
change, modify, copy or delete data. 

Authentication means to assure the identity of the 
user before giving access to data and this can be done 
by employing certain protections to their profiles. 

Availability means to assure that data which is 
requested by the user or the services he needs are 
constantly accessible at any time and at any place [8]. 

Authorization means to assure that the users who 
have requested the particular information have the 
rights to access it [9]. 

Fig.4 illustrates cloud computing key security 
requirements coupled with cloud computing 
deployment models and cloud computing service 
delivery models and can be seen in context as a 
guideline to assess the security level. In Fig. 3 
compulsory requirements are represented by the “ ” 
symbol and optional requirements are represented by 
the “ ” symbol. 

 
Figure 3.  Key security requirements coupled with cloud computing 
deployment models and cloud computing service delivery models. 

IV. SECURITY THREATS IN CLOUD 
COMPUTING 

Apart from the advantages that cloud computing 
offers, there exist numerous security threats that 
preclude consumers from enchanting these advantages. 
In this section, those security threats are defined which 
have been agreed upon and generally accepted. Table.1 
highlights security threats in cloud computing with their 
mitigation techniques and cloud services they affect. 

Data Loss can occur in various ways apart from 
malicious attacks. Data can be compromised because of 
deletion, modification, loss of encryption key and by 
other means like earthquakes, floods and fires etc. 
Organizations should maintain a comprehensive backup 
of their data to avoid such threats [10]. 

Data Breaches refer to leakage of sensitive 
information to unauthorized users. Data breaches can 

occur because of improper authentication and 
authorization mechanisms, audit controls, unreliable use 
of encryption keys, disposal challenges and operating 
system failure.  Apple’s iCloud, Microsoft, Yahoo, 
Google etc. are some companies who have faced this 
issue. 

Account or Service Hijacking occurs if an 
attacker gains access to login credentials, then the 
compromised account becomes a launching base and 
attacker can eavesdrop on the consumer businesses, 
refund false info, manipulate data and can reply to 
sessions and redirect the consumer to illegitimate sites 
and can launch various attacks. 

Insecure Interfaces and APIs refer to Application 
Programming Interfaces which are standards and 
protocols that consumers use to connect with cloud 
services. As the security of cloud services depends on 
these APIs so these should have secure certification 
standards, proper access controls and activity 
monitoring mechanisms to avoid threats like 
anonymous access, clear-text authentication, reusable 
tokens or passwords, improper authorization, limited 
monitoring, and logging capabilities [11]. 

Malicious Insiders can be trusted people within an 
organization who can access organizational confidential 
assets. They can perform unprivileged activities to 
infiltrate organizational assets and can do brand damage, 
productivity and financial losses by means of 
conducting different activities like the firewall or 
Intrusion Detection System (IDS) pretending it to be a 
legal activity [12]. 

Insufficient Due Diligence occurs when 
organizations jump into using services offered by 
service providers without having sufficient knowledge 
of the cloud models and its operations and without 
understanding which model fits for them along with the 
risks associated with it. 

Abusive Use of Cloud Services can be described 
as consumer’s unethical and illegal actions to misuse 
the services. Low-cost infrastructure, high-resource, 
provisioning, weak registration procedures have 
facilitated anonymity to spammers, criminals, and other 
malicious users to achieve their target in attacking the 
system. Cloud services providers such as Amazon, 
Google, Facebook, Twitter etc. have been used to 
launch Trojans and Botnets. 

Shared Technology Issues occur in a multi-tenant 
framework, where on-demand services are delivered 
using shared infrastructure among different users 
having access to same VM. Vulnerabilities in 
virtualized hypervisors (use for isolation purpose) allow 
malicious consumers to have inappropriate access and 
to control legitimate consumers VMs.  

Unknown Risk Profile can occur along with the 
significant advantages like saving time by maintaining 
infrastructure and providing ownership. However, the 
consumers are not obliged to internal security 
procedures, patching, hardening, auditing, and logging 
process etc. giving rise to an unknown risk profile 
which can cause serious threats [13]. 

Identity Theft occurs when an attacker pretends to 
be someone else to get users credentials to gain access 
to its assets. 
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Changes to Business Model is a severe threat 
where consumers’ data may reside over different 
territories governed by different federal laws. The 
service provider provides various services to consumers 
without the knowledge of where they reside and the 
consumer loses control over the infrastructure which is 

indeed the biggest threat and can alter the life of cloud 
consumers [14]. 

Lock-IN condition refers to the lack of ability to 
shift from one cloud to another. This threat occurs when 
organizations jump into the cloud service provider with 
poor knowledge of which cloud model is more suitable 
to them according to their needs to avoid Lock-IN.

TABLE I. SECURITY THREATS IN CLOUD COMPUTING WITH THEIR MITIGATION TECHNIQUES. 

Security 
Threats 

Affected Cloud 
Services 

Mitigation Techniques 

Data Loss IaaS, PaaS, SaaS  • Regular backups. 
• By using proper encryption techniques. 
• By protecting data in transit. 
• Implementation of strong key generation, storage, and management. 
• Legally indicating supplier reinforcement and maintenance techniques.

Data Breaches IaaS, PaaS, SaaS • By protecting data in transit. 
• By using proper encryption techniques. 
• To protect data it should be analyzed at both design and runtime. 
• Implementing strong key generation, storage, and management. 
• Legally indicating provider to wipe persistent media before it is released 

into the pool. 
• Legally indicating backup and retention strategies. 
• By implementing strong Application Programming Interfaces (API).

Account or 
Service 
Hijacking 

IaaS, PaaS, SaaS • Proper understanding of security policies and Service level agreement 
(SLA). 

• Using multi-factor authentication methods. 
• Strict monitoring to detect unauthorized activities. 
• Preclude sharing credentials among consumers and services. 

Insecure 
Interfaces and 
APIs 

IaaS, PaaS, SaaS • Strong authentication and access control mechanisms. 
• Use of encryption for transmission of data. 
• Analysis of the cloud provider interfaces. 
• The proper understanding of dependency chain associated with APIs.

Malicious 
Insiders 

IaaS, PaaS, SaaS • Make Human Resource Management (HRM) as part of a legal 
agreement. 

• Strict applying supply chain management procedure. 
• Giving proper clarity to security and administrative process. 

Insufficient Due 
Diligence 

IaaS, PaaS, SaaS • Use of industry standards to implement cloud applications and services. 
• Risk assessment using qualitative and quantitative methods. 
• Disclose of applicable logs, data, and infrastructure details. 

Abusive Use of 
Cloud Services 

IaaS, PaaS • Using strong authorization and authentication. 
• Properly auditing network traffic. 
• Enhanced credit card fraud monitoring.

Shared 
Technology 
Issues 

IaaS • Using better authentication and access control mechanisms. 
• Inspect vulnerabilities and configuration. 
• Monitor environment for unauthorized changes/activities. 
• Use of SLA for patching and vulnerability remediation. 

Unknown Risk 
Profile 

IaaS, PaaS, SaaS • Disclose of applicable logs, data, and infrastructure details. 
• Auditing alerting system for data breaches.

Identity Theft IaaS, PaaS, SaaS • Strong password, authentication and access control mechanisms.
Changes to 
Business Model 

IaaS, PaaS, SaaS • Provisioning of control and monitoring system of offered services. 

Lock-IN IaaS, PaaS, SaaS • Monitoring through Instruction Detection System (IDS), Intrusion 
Prevention System (IPS) and by implementing the firewall. 

 
There are other threats which are not explained 

above because of being less severe but exist in the cloud 
environment are; Loss of Governance, Acquisitions of 
the cloud provider, Threats to trust, Isolation Failure, 

Data Segregation, Compromised Servers and 
Regulatory compliance etc. 

V. SECURITY ATTACKS IN CLOUD 
COMPUTING 
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The following section defines the attacks on cloud 
computing security with their mitigation techniques that 
can be adapted to handle these attacks. The Table 2 
below categorizes these attacks in terms of Basic 
Security Level, VM Level, Network Security Level, and 
Application Security Level with their mitigation 
techniques.  

Structured Query Language (SQL) Injection 
Attacks - In standard SQL code, the attacker inserts 
malicious code to access unauthorized database to gain 
sensitive data about the user. In this case, the website 
allows hacker’s data to be accessed by SQL Server 
considering it as user’s data which leads the attacker to 
gain knowledge about how the website is functioning 
and so the attacker make changes into that. 

Different techniques attempting to validate or filter 
user input have been presented in research which is 
difficult to implement because of lack of structural 
knowledge of generated quires. For those applications 
where source code is available static analysis can work 
to validate user input before it is integrated into the 
query. Some techniques like dynamic prevention 
require less human interaction by integrating extra Meta 
data to impose a limit on user input which however can 
also change the semantics of the original code. These 
techniques, however, requires extra effort to distinguish 
between the user input and application code. Some 
approaches like PREPARE statements in order to make 
SQL structure unchangeable have been used but these 
approaches require a lot of re-engineering. Using a 
proxy-based architecture to dynamically detect user’s 
input from the application generated query does not 
require access to database or source code of the web 
application and have high detection rate as well [15]. 

Cross Site Scripting (XSS) Attacks - The attacker 
inserts malicious code into the user’s web page to 
redirect him to the attacker’s website to access sensitive 
data. It can be done in two ways by either using Stored 
XSS (permanently stores malicious code into a resource 
managed by the web application) or Reflected XSS 
(immediately reflects back malicious code to the user 
and hence do not store it permanently) [16]. 

Content filtering or sanitization technique make use 
of filter functions to eradicate the occurrence of 
malicious data from user data. Filter functions are 
applied after the web application read user input and 
before it is employed in an operation. However, after 
content filtering the removal of untrusted content scripts 
is difficult for some applications where HTML markup 
in user input is allowed. Using advanced content 
filtering, untrusted content can be anticipated by the 
users’ web browser parser. Several other approaches 
have been proposed in research to analyze and expose 
web application’s vulnerabilities. Some of these 
techniques check whether every source-to-sink data 
flow passes through an input validate functions. In 
Browser Collaboration the application collaborates with 
the browser to indicate authorized scripts in the browser 
and to ensure that authorization policy is upheld. 
Blueprint based approach has also been presented in 
research which aims to minimize the dependency on the 
web browser by facilitating web application to 
automatically create a structural representation called as 

a blueprint of unauthorized web content making it free 
from XSS attacks [17]. 

Phishing Attacks- The attacker makes use of cloud 
service in phishing attacks, where the attacker 
manipulates a web link to redirect the user to a false 
link and so by hijacking users account gains access to 
sensitive data. Phishing attacks can be eradicated by 
identifying spam emails or pop-up which can be done 
by using anti-spam tools. 

Domain Name Server (DNS) Attacks- In many 
scenarios the user access a server by calling its domain 
name and instead of the domain he requests for being 
routed to some other malicious code. It happens in the 
case of DNS attacks where the attacker makes use of 
DNS to translate the domain name into an IP address to 
access user’s confidential data [18]. 

DNS attacks can be eradicated using DNS security 
measures. One such example is Domain Name System 
Security Extensions (DNSSEC) which provide 
authentication, data integrity and authenticated denial of 
existence with the help of a named server. All results 
from DNSSEC are digitally signed which helps to 
verify the origin of data whether the data is alike to the 
data on the authoritative DNS server and is initiated 
from an authentic server [19]. 

Man in the Middle Attacks (MITM) - When an 
attacker attempts to intrude in an ongoing conversation 
with the aim to inject false information to access 
sensitive information being shared then it is known as 
MITM attack. 

Secure Socket Layer provides security for web-
based applications. SSL makes use of TCP to provide 
reliable end-to-end secure services by using three basic 
protocols named as Handshake, Change Cipher Spec, 
and Alert protocol. It aims to provide users with 
Confidentiality, Message integrity, and authentication 
etc. through the use of cryptography, certificates, and 
digital signatures. By proper configuration of SSL 
attacks such as XSS, MITM, and Wrapping attacks etc. 
can be eradicated [20]. 

Denial of Service (DOS) Attacks - In this kind of 
attack, the attacker tries to make the services 
unavailable which are assigned to authorize users by 
launching SYN flooding, UDP flooding, and ICMP 
flooding attacks etc. on the server. An attacker attempts 
to break the network or disable services provided by the 
server by sending data packets continuously to the 
target server and without changing the nodes, data 
packets, or decrypting encrypted data. These data 
packets occupy the network bandwidth and consume 
the server’s resources [21]. 

Distributed Denial of Service (DDOS) Attacks - 
DDOS is an advanced type of DOS attack in terms of 
flooding the target server with a large number of 
packets from multiple networks which have already 
been compromised to disable the services provided by 
the target server and generating more traffic than DOS 
so that the targeted server is unable to handle the 
requests which make it different from DOS attack [22]. 

An Intrusion Detection System (IDS) is software 
that collects network traffic, analyzes these traffic and 
then sets off alerts about detected intrusions (violation 
of security policies or any malicious activities) so that a 
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system may take appropriate action, An Intrusion 
Prevention System (IPS) is software with abilities to 
detect an intrusion detection system and can also 
attempt to stop possible incidents [23]. IDS can be 
classified into two types: host-based (HIDSs) and 
network-based (NIDSs). HIDSs is responsible for 
analyzing audit data collected by an operating system 
about the actions performed by users and applications. 
NIDSs are responsible for analyzing data collected from 
network packets. IDS can be classified into two parts: 
Misuse detection and Anomaly detection. In Misuse 
detection, systems use signature patterns of well-known 
attacks of the system to match and detect known 
intrusions. In Anomaly detection systems detect those 
activities which deviate significantly from the 
established normal behaviors. Anomaly detection can 
be more effective against unknown or the latest attacks 
as compared to misuse detection which is not effective 
against the latest attacks. However, anomaly detection 
systems tend to generate false alarms because an 
anomaly may be a new normal behavior or an ordinary 
activity [24]. 

Reused IP Address Attacks - Each node of a 
network has an IP address which is allocated to a 
particular user when that user leaves the network, the IP 
address associated with him is assigned to a new user. 
The chances of accessing previous user data by the new 
user exist as the address still exist in DNS cache and 
hence the data belonging to one person can be accessed 
by another [25]. 

Zombie Attacks - In this kind of attack, victim’s 
Virtual Machines (VMs) is flooded by means of 
sending requests from other VMs in the network. 
Attackers can flood a large number of requests in 
relatively short time period causing DOS attacks or 
DDOS attacks. 

Different approaches have been presented in the 
literature to mitigate Zombie attacks or Botnets e.g.; 
SPOT: Spam Zombie Detection System, Using an 
Automated Generation and Analysis of Attack Graphs, 
MuIVA (Multihost Multistage Vulnerability Analysis), 
BOTHunter, NICE: Network Intrusion Detection and 
Counter Measure Selection in virtual network systems. 
All these approaches have advantages and 
disadvantages and to enhance the performance of these 
approaches is an open research problem [26]. 

Sniffer Attacks - The attacker launches these 
attacks by means of programs that allows a host to 
capture flowing packets in an Ethernet network by 
means of inserting the host’s Network Interface Card 
(NIC) into the malicious code. If the information in 
these packets which is being transferred is not 
encrypted, it can be compromised by these programs. 

Two techniques can be used to detect sniffer 
programs. First, The Address Resolution Protocol (ARP) 
detect sniffer by sending trap ARP packets (contains 
fake hardware addresses) to a suspicious host. Then, on 
the basis of the response of ARP reply packets decision 
is made if the suspicious host is running a sniffer or not. 
Second, Round-Trip Time (RTT) make use of samples 
of RTT measurements of ICMP packets and then by 
using a statistical model make a probabilistic decision. 
ARP is more stable than RTT because RTT is based on 

statistical model and in order to take measurement it 
can generate traffic on the network which can result in 
the lower performance of the network. However, for 
accurate results, the two techniques can be combined by 
using a single automated tool [27]. 

Wrapping Attacks - When a user request for a 
VM through a web browser as a result of this request 
the web server generates SOAP message which 
contains XML based information that will be 
exchanged between the server and browser. Before 
communication between server and browser, such XML 
based information are signed using signature values. In 
wrapping attack, the attacker duplicates the SOAP 
message during translation and send it to the server as 
an authorized user and will be able to intrude the cloud 
services by running malicious code [28]. 

Cookie Poisoning Attacks - In this kind of attack, 
the contents of the cookie are changed to get access to 
an unauthorized application or web page. The cookie 
contains sensitive credentials about user’s data and 
when the hacker gains access to these contents then he 
also gains access to the content within these and can 
perform illegal activities. 

CAPTCHA Breaking Attacks – CAPTCHA 
stands for Completely Automated Public Turing test to 
tell Computers and Humans Apart which are used to 
find out whether the user is a malicious program or a 
human. CAPTCHAs are standard security mechanisms 
used to find malicious software e.g.; Trojan, Worms, 
Botnets etc. The attacker can break the CAPTCHAs by 
using an audio system, can read the CAPTCHAs by 
using speech to text conversion software and can also 
break image-based scheme and video-based scheme. 

Letter overlap can be used to avoid vertical 
segmentation attacks. Connected letters make it hard for 
the OCR to distinguish words. Using various fonts and 
random alphabets make CAPTCHAs difficult to 
breakdown. If the string length is long it will be more 
difficult to break in CAPTCHA. The Perturbative 
background can have colors, dots, lines, circles, and 
rectangles etc. which can be difficult to breakdown [29]. 

Google Hacking Attacks - Google Hacking, also 
known as Google Dorking is a hacking method that 
uses Google Search Engine to find security loopholes in 
the configuration. With the help of search queries, 
hackers can locate security vulnerabilities and are able 
to gather information about the target they wish to hack 
[30]. 

Hypervisor Attacks – The hypervisor is known as 
virtual machine manager (VMM) which provides server 
virtualization to logically assign and separate physical 
resources and also allows multiple operating systems to 
run at a time on a single hardware platform. The 
hypervisor allows a guest operating system, running on 
the virtual machine, to function as if it is only in control 
of the hardware, unaware that other guests are sharing it. 
Each guest operating system is protected from the 
others and is thus unaffected by any instability or 
configuration issues of the others. As keeping track of 
all of them at a time is difficult which give rise to 
security issues related to operating systems. It may 
happen that a guest operating system runs a malicious 
code on to the host system and tries to bring it down by 

249



taking full control of the system and blocks its access to 
other guest’s operating systems. If the hacker succeeds 
he can make changes to any guest operating systems 

and get control over the data passing through the 
hypervisor [31]. 

TABLE II. SECURITY ATTACKS IN CLOUD COMPUTING WITH THEIR MITIGATION TECHNIQUES. 

Security Attack Security Levels Mitigation Techniques 
SQL Injection 
Attacks 

Basic Level/ 
Application Level 
 

• Avoid using dynamically generated SQL into the code. 
• Use appropriate filtration to sanitize the user input. 
• Using a proxy-based architecture to dynamically detect and extract 

user’s input. 
Cross Site Scripting 
(XSS) Attacks 
 

Basic Level/ 
Application Level 

 

• Use of Active Content Filtering. 
• Use of Browser Collaboration. 
• Use of content-based Data Leakage Prevention Technology. 
• Use of Web Application Vulnerability Detection Technology [10]. 
• Blueprint based approach to minimize the dependency on the web 

browser. 
• Proper Secure Socket Layer (SSL) configuration. 
• Using anti-malware software.

Phishing Attacks Basic Level • Identifying the spam emails. 
DNS Attacks Network Level • Using DNS security measures e.g. Domain Name System Security 

Extensions (DNSSEC) [32]. 
MITM Attacks  
 

Basic Level • Proper Secure Socket Layer (SSL) configuration. 
• Using encryption tools e.g. Dsniff, Ettercap, Wsniff, Airjack etc.

DOS Attacks Application Level • Using better authentication and authorization schemes. 
• Using Intrusion Detection System (IDS)/Intrusion Prevention System 

(IPS) [11].
DDOS Attacks Application Level • Using better authentication and authorization mechanisms. 

• Using Intrusion Detection System (IDS)/Intrusion Prevention System 
(IPS).

Reused IP Address  Network Level • Using better authentication and authorization. 
• Using Intrusion Detection System (IDS)/Intrusion Prevention System 

(IPS).
Zombie Attacks 
 

Network Level 
VM Level 

• Using better authentication and authorization. 
• Using Intrusion Detection System (IDS)/Intrusion Prevention System 

(IPS).
Sniffer Attacks Network Level • Using sniffer detection technique based on Address Resolution 

Protocol (ARP). 
• Using sniffer detection technique based on Round-Trip Time (RTT). 

Wrapping Attacks Application Level • Using proper signature mechanism. 
• Using proper configuration of Secure Socket Layer (SSL). 

Cookie Poisoning Application Level • Implementing better encryption schemes. 
• Regularly cleaning cookies data. 
• By utilizing the browser’s security policy. 
• By creating sessions and using other authentication mechanisms.

CAPTCHA 
Breaking 

Application Level • By increasing the string length. 
• Using a perturbative background. 
• Use of Letter Overlap to avoid vertical segmentation attacks. 
• Using various font sizes.

Google Hacking 
Attacks 

Application Level • By using standard security measures for web associated 
vulnerabilities. 

• Using better authentication and authorization schemes. 
• Implementing backup policies to avoid issues with data recovery e.g. 

Continuous Data Protection (CDP).
Hypervisor Attacks VM Level • Using secure hypervisor and proper hypervisor monitoring. 

• VM isolation.

   There are other attacks as well but because of being 
less severe are not mentioned in detail such as 

Backdoor Channel attack, Dictionary attack, Prefix 
Hijacking, Hidden Field Manipulation etc. 
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CONCLUSION 

        Cloud computing is a fast-growing technology 
which delivers attractive and extraordinary measurable 
services that allow enterprises to monetize their 
business, raise their level of productivity and profit 
while saving their costs. It has the potential to become a 
front-runner meanwhile delivering secure, virtual and 
economically viable solutions. Cloud computing has 
complex and dynamic nature so it demands much more 
than traditional security. A lot of research is being 
conducted on cloud security to resolve its issues but 
because of the rapid growth in this technology the 
researchers and security engineers have been unable to 
provide competitive solutions in accordance with the 
rapidly growing problems encountered in this area. This 
research summarizes many of the security threats and 
security attacks with their mitigation techniques and 
also categorizes them in terms of the cloud services 
they affect and the network layers where they resides, 
however, it is limited in terms of the implementation of 
the mitigation techniques presented. Future work will 
implement one of the technique to evaluate the 
effectiveness of the presented mitigation techniques and 
the possibility of occurrences of the threats. 
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